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08: Lab 08 - Assisted - Managing permissions
Security+ (Exam SY0-701)

Congratulations, you passed!

Duration: 24 minutes, 18 seconds

What is the initial permissions setting of testfile.txt?

 -rwx--r---
 -rwxrwxrwx
 -rw-r--r--
 -r---w---x

Congratulations, you have answered the question correctly.

What symbolic representation could be applied to demofile.sh to enforce full access for
the user owner, execute access for the group owner, but no access for others?

 644
 u+rwx,g+x-rw,o-rwx
 u+*,g-rw,o-*
 u+rwx,g+x

Congratulations, you have answered the question correctly.

confirm if @lab.Variable(demofile-chmod) is '710'
Select the Score button to validate this task:
Value matched ...

What permissions are assigned to the Users group for the comptia-logo.jpg file?

 ReadAndExecute
 Modify
 FullControl
 none

Congratulations, you have answered the question correctly.

What are the names of the other two tabs on the Advanced Security Settings for comptia-
logo window? (Select two)
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 Permissions
 Auditing
 General
 Details

Congratulations, you have answered the question correctly.

What is the name of one of the pre-existing shares on PC10? Type one of the names
exactly as it appears in the result from Get-SMBShare.

IPC$

Congratulations, you have answered the question correctly.

What command would return testfile.txt to its original permission settings of -rw-r--r-
-?

 chmod 710 testfile.txt
 chmod 644 testfile.txt
 chmod 446 testfile.txt
 chmod 420 testfile.txt

Congratulations, you have answered the question correctly.

What is the NTFS permission that grants a user complete access over a file object?

 Full Control
 All Access
 Root Access
 Unrestricted

Congratulations, you have answered the question correctly.

Windows Effective Access (i.e., effective permissions) are calculated based on what
options or conditions? (Select all that apply)

 User
 Group membership
 Share permissions
 System/Workstation/Computer

Congratulations, you have answered the question correctly.

If a user has read, write, and modify on a file that they access through a share, what level
of share permissions must they have to be able to alter the file's contents?

 Full Control
 Change
 Modify
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 Read

Congratulations, you have answered the question correctly.

What command line tool can be used to view and set Windows file permissions?

 icacls
 net file
 cipher
 dir

Congratulations, you have answered the question correctly.
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