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Congratulations, you passed!

Duration: 28 minutes, 3 seconds

What types of credentials can be defined for a scan target? (Select all that apply) Score: 1

SSH
TLS
M8
SMTP
ESXi
SNMP

LDAP

Congratulations, you have answered the question correctly.

Validate MS10 with credential target Score: 1
Select the Score button to validate this task:
Target with credential found ...
Note that the username and password have not been verified ...
Task complete

When you expand a vulnerability's details summary, which of the following sections of Score: 1
information are displayed?

Detection Result
Insight

Detection Method
Affected Software/OS
Exploit Source
Impact

Solution

References

Congratulations, you have answered the question correctly.

What single metric change raises the CVSS score of CVE-2022-32168 from 7.8 to 8.8? Score: 1



Set Attack Vector to Network
Set Attack Complexity to High
Set User Interaction to None
Set Scope to Changed

Congratulations, you have answered the question correctly.

GSA (a.k.a. GVM or OpenVAS) can be used to evaluate which of the following? Score: T

websites

databases

private network systems
hosts over the internet
all of the above

Congratulations, you have answered the question correctly.

What vulnerability scan has the greatest potential to discover system weaknesses? Score: T

offline scan
credentialed scan
survey scan
discovery scan
uncredentialed scan
port scan

Congratulations, you have answered the question correctly.

What is the default presentation order of findings in a GSA report? Score: 1

Highest severity first
Alphabetical

Numerical based on CVE number
Lowest severity first

Congratulations, you have answered the question correctly.

What site hosts the CVSS for a CVE record? Score: 1

cve.nist.gov
cve.mitre.org
nvd.mitre.org
nvd.nist.gov

Congratulations, you have answered the question correctly.

What is the Rating for a CVSS Overall score of 7.8? Score: 1

Critical
High



Medium
Low
None

Congratulations, you have answered the question correctly.



