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19: APPLIED- Implementing a firewall
Security+ (Exam SY0-701)

Congratulations, you passed!

Duration: 14 minutes, 35 seconds

What aspect of firewall rule manipulation within Windows Defender Firewall is most
effective at stopping unwanted communications?

 Disabling an allow rule
 Defining a deny rule
 Renaming a rule
 Excluding a rule from a profile

Congratulations, you have answered the question correctly.

What is the name of the first folder (alphabetically) in the LABFILES share?

contains-nothing

Congratulations, you have answered the question correctly.

If a firewall rule is disabled, but the associated communication is still able to occur, what is
the reason for this issue?

 The only way to stop a communication is with a deny rule
 Firewall rules must be deleted not disabled
 Firewall rule changes don't take effect until after a reboot
 One or more other rules must be allowing the communication

Congratulations, you have answered the question correctly.

What term refers to a firewall rule that is specifically defined?

 Implicit
 Explicit
 Ingress
 Egress

Congratulations, you have answered the question correctly.
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What firewall rule is applied when no other rule matches a communication?

 Implicit
 Explicit
 Ingress
 Egress

Congratulations, you have answered the question correctly.

What should drive or define the firewall rules implemented by an organization?

 Baseline configuration
 Risk assessment
 Strategic threat feed
 Security framework

Congratulations, you have answered the question correctly.

The primary type of benefit provided by a firewall is?

 Preventive
 Deterent
 Detective
 Corrective

Congratulations, you have answered the question correctly.
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