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21: Lab 21 - APPLIED - Hardening
Security+ (Exam SY0-701)

Congratulations, you passed!

Duration: 12 minutes, 20 seconds

Which device driver management function will prevent the use of a device even after
rebooting or re-scanning for hardware changes?

 Disable
 Enabled
 Uninstall
 Reinstall

Congratulations, you have answered the question correctly.

If you need to install or re-install a Windows feature or service, which utility should be
used?

 Computer Management
 Server Manager
 Add Roles and Features Wizard
 File Manager

Congratulations, you have answered the question correctly.

What is the proper syntax for entries in the /etc/hosts file?

 [FQDN][tab][IP address]
 [IP address][tab][FQDN]
 [FQDN][tab][priority][tab][IP address]
 [IP address][tab][metric][tab][default gateway][tab][FQDN]

Congratulations, you have answered the question correctly.

What features or capabilities can be obtained through editing the /etc/hosts file? (Select
all that apply)

 Redirect to a different functioning site
 Block resolution to the correct IP address
 Redirect queries to preferred DNS servers
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 Force resolution to a preferred IP address
 Set default gateway values

Congratulations, you have answered the question correctly.

What are the two primary aspects of system hardening? (Select two)

 Report
 Remove
 Install
 Update
 Detect

Congratulations, you have answered the question correctly.

Which of the following are important aspects that may be performed while hardening a
system? (Select all that apply)

 Installing updates
 Setting firewall rules
 Removing unneeded devices
 Setting file permissions
 Adjusting DNS resolution
 Removing insecure services
 Uninstalling software

Congratulations, you have answered the question correctly.

What are the two means by which you can access the Add Roles and Features Wizard
within Windows Server? (Select two)

 Group Policy Management
 Server Manager
 Computer Management
 Programs and Features
 MSCONFIG

Congratulations, you have answered the question correctly.

Why should you consider altering the hosts file? (Select all that apply)

 force the resolution of a FQDN to a specific IP address
 to prevent the resolution of a specific FQDN
 to remove a false FQDN to IP mapping
 to distribute a new FQDN to IP mapping publicly

Congratulations, you have answered the question correctly.
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Score: 1Sometimes a native or default application, device driver, or protocol needs to be removed
when hardening a system.

 True
 False

Congratulations, you have answered the question correctly.
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